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Company: CDD Services 

Profile: An ethical, multi-jurisdiction compliance and  
data safeguarding company

Location: Greater Manchester

Ethical AI challenge: Gaining and rebuilding trust  
around data sharing, and how AI can contribute to  
an ethical ecosystem 

Ethical AI themes: Compliance | Fraud | Data 

Website: https://cdd.services/

Best Practice 
CDD has sifted through and adapted 
all its policies to comply with existing 
data regulations. Its ethos is to 
understand and absorb regulations into 
company practices and go beyond them 
whenever it can. 

They work closely with the Government 
Digital Trust Framework, participated in 
the ICO regulatory sandbox, and adhere 
to the Good Practice Guide for Identity 
(GPG 45) and GPG 44 for access 
management controls. 

In addition, the business has invested 
in a team from a diverse range of 
people-focused backgrounds, helping 
ensure individuals remain at the 
forefront of thinking. The team includes 
Paul, with over 20 years in identity 
fraud prevention; board members with 
strength in people and HR; and experts 
in business psychology and culture 
change.

Originally a consulting company supporting major 
banks with regulatory challenges and tackling 
financial crime, CDD has now developed an 
operating model that supports multi-jurisdiction 
regulatory compliance – with ethics at its core. 

The CDD technology platform has its own machine learning 
capabilities and its compliance engine means clients can develop 
a personalised approach for customer-focused operations. This 
could involve customer management and onboarding, utilising ID 
technology such as facial recognition, biometric identification and 
passport validation, as well as safeguarding or any other regulatory 
compliance checks. 

The company understood that analysis of personal data was 
central to its customer proposition, so committed to empowering 
individuals to manage and control their data, utilising the main 
CDD compliance platform, as well as through its new customer 
offering for safe personal data exchange, SafeGuarden.

Use of data 
CDD’s systems mostly collect data – biometric data, passport 
details, driving licence and proof of address, for example – directly 
from the data subject, often as part of their engagement with 
businesses that provide regulated services. Other data collection 
comes via third-party providers who draw from reliable corporate 
data sources. 

Working with the Government’s DCMS initiative, the Digital Identity 
& Attribute Trust Framework (DIATF) and by participating in the 
Information Commissioners Office (ICO) regulatory sandbox, the CDD 
service captures the data with consent and empowers individuals to 
safely share it using a digital wallet or digital identity. 

Relationship with AI
CDD’s ethics lie in its approach to inclusivity, accessibility, and using 
AI to help safeguard sensitive personal data for large numbers of 
people, including vulnerable communities, through its SafeGuarden 
platform. The company wants to encourage positive social change 
and generate benefit for society – from helping cancer research 
to local government data analysis. It believes that the wider the 
datasets that individuals consent to share, the more AI can help. 

For more information, please contact 
ai.ethics@mmu.ac.uk
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In the case of compliance checks, AI can spot crucial 
identifiers that successfully differentiate between a 
victim of modern slavery and a gang-affiliated member 
committing identity fraud. On paper, the data looks very 
similar, whereas in reality one individual is a victim, the 
other a law breaker. AI can pick out the nuances.

Paul Sandelands is Commercial Director at CDD and Co-
Founder of SafeGuarden. He wants to see AI go further. 

He says that AI for data safeguarding and compliance 
could more readily serve voluntary communities and 
charities – disconnected sectors that often need it the 
most but can rarely afford the price tag. 

Understanding of frameworks and 
regulations 
CDD has a good background in existing compliance and 
regulation, identity fraud prevention and data sharing. 

Working closely with the ICO and the Government 
Digital Service’s Trust Framework, CDD understands the 
benefits and the pitfalls of existing frameworks and data 
regulations. 

“Data sharing initiatives have been on the borders of 
policy, but regulators struggled here,” comments Paul. 
This is where his SafeGuarden comes in. He says that the 
technology is an all-in-one trust framework scheme: an 
identity service provider, an attribute service provider and 
an orchestration service provider that securely connects 
all with individuals, organisations and communities. 

Barriers to AI adoption and trust
Paul says the most prominent barrier to AI is the huge 
erosion of trust that all tech companies must overcome. 
But good ethical practices could help to remove this 
resistance. He notes that where previously users were 
more than happy to share their data with Google, 
Facebook and even the NHS, most are now deeply 
mistrustful of these organisations due to constant news of 
data breaches and data abuse. 

The black box nature of AI is also problematic. Users are 
more reluctant when they don’t understand the purpose of 
a system, how it works or the rationale behind automated 
data-driven decisions. 

But any new rules must find the right balance between 
total freedom and the rigours of regulation. While 
stringent controls may instil trust, too much red tape may 
constrain capabilities and innovation.

Paul thinks the secret is to empower the user and be 
transparent. By trusting AI, users will enjoy more benefits 
by sharing their data, but only with their full consent and 
control. 

Future impact of AI regulation 
While appreciating the importance of a compliance badge, 
Paul sees that punitive AI audits will only add layers of 
bureaucracy. He argues this heavy-handed approach will 
either put off AI adoption or make the process of adoption 
and monitoring lengthy and confusing, thereby causing 
more non-compliance. 

AI regulation needs to be finely targeted at key areas of 
risk and affordable to implement, so as not to stifle the 
positive social change it can achieve, he says.




